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ur Securtty Solution

Site Shield is a managed commercial grade
hardware firewall service and much more. Radiant
separates the Payment Network from other PCs
and networks that are needed for business
operations. This is done by configuring Virtual Local
Area Networks (VLANS) for other business

equipment that shares access to the Internet.

Threat Defender is an ongoing monitor and
network defense service. It attacks and defends
against malware that finds a way past perimeter
and in-store physical security defenses. It
encompasses all of Radiant’s efforts to continually
improve layered security measures within the

operator’s Cardholder Environment (CDE).

is a secure remote access tool.
Radiant provides a two-factor secured application
for accessing the point-of-sale (POS) back office PC

and network.

Radiant Security Services
Breach Assistance Program
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Radiant
Security Services

Radiant Security Services includes up to
$50,000 of breach protection per site.

Don’t jeopardize your business - — |
protect it from the expenses that
result from a suspected or actual
data breach. ———— .

The program covers the forensic
audit when a breach is suspected,
card replacement costs,
assessments and fines
levied by card
sponsors and more.

provides technology and
services to the hospitality and retail industries
worldwide. We're a publically-traded company,
and serve over 100,000 restaurant and retailer
locations with our business management,
marketing and security services including:
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Facts
Network

but achieving PCI Compliance does not ensure
you are safe from a security compromise.

Visa reports
that more credit card information is stolen at
restaurants than at any other type of business. Router
e % No inbound connections allowed

“Close to half of U.S. small to medium size businesses

(SMB) have been hit by some form of cybercrime.” Limited outbound connections

Network level antivirus

“It's not that SMBs are unaware of the threats. Some Watch Guard
97% of U.S. SMBs have installed anti-virus and 95%
claim their security systems are up to date. But many
still lack other common security protections.”

o

that through forensic audits has been
determined by card brands to have aided past
cybercrimes. To put it in terms of a bank
robbery, crimeware would be evidence found
after a robbery, like a weapon used to hold up é

a clerk, a mask used to hide someone’s identity
or a crowbar used to open a door.

businesses better understand the nature
of industry compliance regulations
and cybercrime.

Benefits of the Radiant
Security Services Solution
Gain peace of mind

Provide secure Wi-Fi for your customers and
enhance the customer experience

Secure credit card transactions and maintain Public/Customer Network Environment
customer confidence




